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Abstract. This article examines approaches to improving the reliability and resilience of
information exchange for unmanned systems, taking into account the presence of external
interference. The primary issue addressed in this article is the analysis of natural and artificial
factors that may affect the operation of data transmission channels. Emphasis is also placed on
the impact of artificial electromagnetic disturbances. The paper's scientific innovation is that it
considers the unmanned system as a multi-agent environment. The agents are the operator, the
aircraft, and the external environment. The goal of the study is to improve the reliability of the
data exchange channel by implementing Visible Light Communication technology. To achieve this
goal, the authors formalized quantitative control assessment methods, developed a structural and
functional model of the control system, and conducted simulation tests to assess risks. An analysis
of experimental data and computer modeling demonstrated that Visible Light Communication,
operating in the infrared range, provides a stable information exchange channel over a distance
of up to 3 kilometers. This result demonstrates the potential of using this technology to build a
noise-resistant and secure information exchange channel for unmanned systems.

Keywords: Unmanned aerial vehicle system, Visible Light Communication technology, risk
assessment, simulation model, control system model.

Introduction.

A systems approach for controlling a dynamic object was first proposed by Russian scientist
V. Ivanov [1]. His work proposes integrated interactions within the model using automotive
technology as an example. To evaluate the model's effectiveness, the author uses the parameter of
traffic safety. Traffic safety is also a key factor in aviation technology.

This study focuses on ensuring the safe operation of a multi-agent UAV system under
operator control. Three main actors act as agents in this system. The first is the operator, who is
responsible for monitoring the overall situation and making management decisions. The second is
the UAV, which is the controlled object and must actively follow the operator's commands, as well
as passively respond and report external and internal safety threats. The third is the external
environment, which provides data on weather and climate conditions, as well as other risk factors
[2].

The "external environment" agent can negatively impact the UAV and create safety risks,
while the "operator" agent and its response to changes (threats) influences the consequences of its
decisions. Therefore, structuring such risks and their probabilistic quantitative assessment are
becoming particularly important. Solving such problems requires the application of formal
analytical methods and the use of computer technology [3]. This is because the risks of the
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unmanned control process (UCP) compositionally exist as agents of both a material and (virtual)
nature. Risks acquire a material socio-economic dimension after the implementation of the adopted
decision in practice. This paper proposes combining and quantifying the heterogeneous entities of
the system. For example, for digital transformation, several integral "Risk Criteria" (R) are
proposed, which correlate with the concept of "Digital Maturity" (DM) [4].

The aim of this work is to improve the operational reliability of the control channel of
unmanned systems. To achieve this goal, the authors decided to divide the experimental work into
two main stages: systemic and operational. During the systemic stage, control of a multi-agent
structure for unmanned systems is implemented. At the operational stage, support is developed for
flight missions of unmanned aerial vehicles (UAVs) with manual operator control.

Materials and methods.

This study aims to investigate the issue of providing a reliable data transmission and
reception channel for a UAV control system using Visible Light Communication (VLC). The
object of this study is the process of transmitting control commands to the UAV during missions.
The subject of the study is to assess the impact of optical conditions and the technical
characteristics of the receiving unit on the formation of data transmission errors, the reliability of
the communication channel, and risk management.

The method used in this study is based on system analysis, probability and reliability theory,
and simulation modeling. In this study, the UAV control system is considered a multi-agent
integrated system consisting of the operator, the UAV, and its environment. In the model, the
environment acts as a source of disturbances that influences the communication channel and the
accuracy of control actions. The purpose of using these methods is to assess the probability of data
transmission errors, the reliability of information reception, and the integral risk. To achieve this
goal, a simulation model of the VLC control channel for a UAV was developed in Python 3.14.

In the model, we'll define X as a random value representing the optical state with attenuation
and scattering effects. We'll also define S as the sensitivity of the receiving section. Then, the
amplitude of this signal will look like this:

A, =P K.(X)"S, (1)

where P, is the optical transmitter power, and K.(X) is the transmission coefficient of the
communication channel. This coefficient is modeled as follows:

Ko(X) = em*™L, 2)

where a(X) is the attenuation coefficient, depending on environmental parameters, and L is the
operating distance. Error in reliable reception P occurs when the received signal amplitude A,y
falls below the threshold A,.. Therefore, the error probability is determined by the formula P,:

P, = P(A, < Agn). 3)
During the simulation process, this error is estimated statistically:
p=lk @)

Where N, is the number of erroneous receptions, and N is the total number of trials. The
additional probability in the model is the reliability of information reception and corresponds to:
R=1-P,. (5)

The reliability of packet data transmission for m packets is estimated as follows:
R,=(1—-P)™ (6)

The assessment of the consequences of signal quality deterioration in the model is introduced
through an integral risk indicator. In general, risk is defined as follows:
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Q=F-C (7)

where C is the error severity coefficient. When considering multiple error factors, the overall risk
is calculated as follows:

Qx =X, wiQ:. d)

where Q; is the partial risk of the i-th factor and w; is the weighting coefficient.

The simulation model operates according to the following sequence of steps: generating
environmental and receiving parameters, calculating the attenuation coefficient, determining the
signal level, and comparing it with the reference value. A decision is then made on the quality of
the receiving signal and statistically evaluating the performance indicators. For example, for the j-
th test, the received signal will look like this:

Arj= Pt'Kc(Xj)'Sj' 9)

The model's input parameters include the number of trials, transmitter power, data
transmission range, threshold values, attenuation characteristics, environmental distributions,
optical sensitivity parameters, and weighting coefficients. The model's output parameters include
the estimated error probability P,, reliability R, packet transmission reliability R,, and overall risk
Qs. To ensure stable modeling results, the number of trials is matched to the estimated error
probability.

The authors' proposed methodology combines the physical characteristics of a VLC channel,
environmental effects, and reliability indicators into a single model. This approach is essential for
quantitatively assessing communication system performance and control risks. It also allows for
the selection of ideal operating conditions for the effective operation of VLC UAV control
systems.

Results and their discussion.

The structural and functional model of the contextual process of unmanned control (UCC)
in the IDEFO standard is presented in Figure 1. In accordance with this standard, the process
(functionality) is represented by a block [5].

Control

Process of UCC Result

T -

Q Q: Qs Q4

Figure 1 — System model of the unmanned control process (UCC)

In Figure 1: Q; — human resources; Q, — digital resources; @3 — technical resources; and Q,
— financial resources. In this system model, the performance of an unmanned system is assessed
based on risk level R;. The operating environment is viewed as cyberspace, in which feedback —
"correction" —is a mandatory link. A vector 3D interpretation of the risk management environment
is presented in Figure 2. The 3D model provides an integrated visualization of the systemic
structural and qualitative composition of risk management agents, which are densely "noisy" with
environmental data from passive and active interference.
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B4
R2

Figure 2 — Virtual composition of a structural 3D model of unmanned aerial vehicle risks

Figure 2 uses the following coordinate vector notations: vector R1 is subjective risk; vector
R2 is technical risk; vector R3 is risk due to environmental "noise." Vector B1-A3 is an integrated
multifactorial assessment of the unmanned control system. In the systemic structural-functional
approach to unmanned control, the vector model is represented by a multi-level and multi-agent
cyber-formation. The number of levels and structural agents in systemic inter-agent
communications is determined during the research process. Vector B1-A3, in quantitative terms,
is hypothetically interpreted by the digital maturity of the system under study or the total risk in
unmanned control. Differentiated assessments of the structural systemic components of vectors
R1, R2, R3 are in the process of constructing digital twins (DT). The quantitative value of system
risks remains to be assessed through further research.

To reduce the impact of interference on UAV control systems, Visible Light Communication
(VLC) technology is used in this paper. This technology reduces the impact of external passive
atmospheric and active electromagnetic interference [6, 7]. Given these limitations, the VLC
information transmission channel is one of the most secure. Another advantage of using this
technology is the fact that VLC operates in the infrared range. As noted in the work of R.S.
Asatryan, there are "transparency windows" in the infrared region [8]. Due to these windows, the
quality of infrared light transmission exceeds that of other known technologies. This is especially
critical in foggy or rainy weather. To assess the resilience of unmanned technologies to external
influences, the term "susceptibility to interference" is introduced in this paper. A version of the
developed structural solution for VLC and information processing is presented in Figure 3.
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Figure 3 — Structural model of optoelectronic transmission and processing of information
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In Figure 3: BPU — control unit of the unmanned optoelectronic system; LED1-LED4 — light-
emitting devices; PR1-PR4 — radiation photodetectors.

According to the classification proposed by S. Beer, the system under consideration is highly
complex [9]. The system's extreme complexity should be considered not in a static form, but taking
into account the feedback loops of system dynamics. The term "system dynamics" was first
proposed by Professor D. Forrester; it assumes that processes in technical systems possess
stochastic characteristics, a distinctive property being the nonlinearity of processes [10]. As a
result, the behavior of such systems defies a strict deterministic description. Complex systems are
subject to self-organization, and sudden dynamic phenomena may occur in them. In addition,
external influences complicate the process of modeling and forecasting work processes caused by
negative influences. To solve such problems, it is necessary to use a differentiated approach, that
is, first decomposing the target context and then stepwise analyzing the associated processes.
Based on these limitations, the authors proposed a systemic process model for managing
unmanned vehicles, taking into account the proposed digital transformation, which is presented in
Figure 4.
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Figure 4 — Decomposition of the contextual process of control of robotic (unmanned)
equipment

The primary factor affecting flight safety is the impact of the human factor on risks. To
reduce this impact, the use of artificial intelligence technology is proposed, which is particularly
important during digital transformation. Despite the advantages of digital technologies, new
instrumental risks arise in the system: those related to algorithms, software, and technical
infrastructure. These risks primarily arise from the uncertainty of the control process.

In practice, the overall reliability of a system depends on the combined risks of the
probabilistic characteristics of its individual elements. These characteristics are often stochastic in
nature and directly depend on operating parameters. As a result, quantitative assessment of these
parameters is only possible through the use of formal probabilistic methods or simulation
modeling. Figure 5 presents an interpretation of the error processes in the VLC systems transmit-
receive channel.
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Figure 5 — Schematic diagram of how data transmission and reception errors are generated

in the VLC system

The following notations are used in Figure 5:

- f(x) is the density function of the optical density of the external environment;

- f(q) is the density function of the sensitivity of the infrared photodetector;

- y(S) is the density function of the sensitivity of the white light photodetector.

Figure 6 shows a simulation model for studying the performance of a VLC system.

The first block is used to enter the initial data required by the graphical model (Fig. 5) for
the simulation algorithm. These data are: g, — standard deviation of the optical density-
transparency of the environment; o, — standard deviation of the sensitivity of the infrared
photodetector; o; — standard deviation of the sensitivity of the white-light photodetector; X, —
arithmetic mean of the optical density-transparency of the environment; S, — arithmetic mean
deviation of the sensitivity of the white-light photodetector; Q., — arithmetic mean deviation of
the sensitivity of the infrared photodetector; N — the number of trials (simulations).

The optimal value for the number of trials (iterations), N is determined during the computer
experiment. Sample data during laboratory statistical studies are monitored for homogeneity using
standard criteria offered in the Statistica package.

Random number generators are used, as needed, from a list provided in the Python language.
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Figure 6 — Simulation model for studying the performance of the VLC system

The quality of information reception and transmission in a VLC channel is affected by a
number of artificial and natural factors. Natural factors in this technology primarily include the
"optical transparency" of the ambient air. The optical transparency of the ambient air is determined
by parameters such as visibility range L, is the distance at which a black object can be discerned
with the naked eye in daylight.

Table 1 shows the visibility scale (in points), the corresponding L,, limits, and the
volumetric scattering indices o,.

Table 1 — Visibility scale, its corresponding limits and volumetric scattering indices

Visibility points Weather conditions Ly, km Op> km'!

0 Dense fog <0,05 >78,2
2 Thick fog 0,05-0,2 78,2-19,6

Normal fog 0,2-0,5 19,6-7,82

3 Light fog 0,5-1,0 7,82-3.91
4 Light fog 1-2 3,91 -1,96
5 Hazy 2-4 1,96 - 0,954
6 Light haze 4-10 0,954 - 0,391
7 Clear 10-20 0,391 - 0,196
8 Very clear 20 -50 0,196 - 0,078
9 Perfectly clear >50 <0,078
- Perfect atmosphere 277 0,0141

Therefore, the quality of the environment, in particular the transparency of the atmosphere,
must be constantly controlled and monitored. Infrared photodetectors have a specific property -
the presence of so-called "transparency windows" in certain frequency ranges. In these ranges,
relatively low absorption and scattering of radiation is ensured. In some cases, the infrared receiver
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demonstrates acceptable characteristics even in fog and rain, ensuring stable transmission and
reception of information at a distance of up to 10 km.

A special device - a driver - is used to control the luminous flux of an LED emitter [9, 10].
The following special types of drivers are offered for high-power LEDs and LED structures:
PT4115 (6-30V, 1.2A, 30W, similar to CL6808); CL6708 (6-35V, 1A, 35W); SN3350 (6-40V,
0.7A, 28W); ZXLD1350 (7-30V, 0.35A, 10W); QX5241 (5.5-36V, 2.5A, 40W); AL9910 (15-
500V, 40W and more). The wiring diagram for the on-board system's infrared emitter is shown in
Figure 7.

3.3V
R2 - 33 Ohm
D1-IRLED
R1-1kOhm R
GPIO 9 Q1 - BC547

Figure 7 — Wiring diagram of the infrared emitter of the on-board VLC system [10].

To conduct a numerical analysis of the VLC system's operation, the authors developed a
virtual model in Python 3.14. This computer experiment was conducted using the laboratory
complex of the Civil Aviation Academy. The experiment revealed distribution patterns for each
parameter within the model. Key statistical characteristics were also determined, which later
formed the basis for the software implementation of the simulation model. Figure 8 shows a
histogram of the optical transparency for the VLC system.
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Figure 8 — Histogram of the empirical distribution of the optical visibility of the
atmosphere

Based on an analysis of the distribution histogram shown in Figure 8, the authors
hypothesized its similarity to the Weibull law. The probability density function of this distribution
is as follows:

(L-v)B

f(LoBY)=2@L-y)Pf" e o 52y, (10)

where a = 1.0 is the scale parameter; 3 = 3.5 is the shape parameter; y = 1.0 is the position
parameter.
The universality of the Weibull law is ensured by its properties. Reliability theory has shown
that the Weibull distribution is used in approximately 60% of practical statistical models.
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Furthermore, a number of other distributions can be considered as special or limiting cases of the
Weibull distribution. An analytical approximation of empirical data with a theoretical model
showed that the hypothesis of a Weibull-like optical transparency distribution is not rejected at a
confidence level of 0.95.

A study of the VLC information channel in the visible light range was not conducted within
the scope of this work.

Conclusions.

Based on the results of the study, an approach was developed for assessing the reliability of
information exchange over a VLC channel for UAV systems. The research methodology involves
combining optical channel parameters, environmental characteristics, and signal transmission
quality metrics into a single analytical architecture.

The obtained results show that the reliability of a UAV control channel depends on the
combined effect of signal attenuation. Reducing optical transparency in the channel or increasing
sensitivity increases the probability of an error. This error, in turn, affects reliable signal reception
and increases the overall control risk. The results confirm that VLC provides sufficient
performance within a certain parameter range.

The scientific contribution of this work to the research area is the development of a
simulation model for assessing the reliability of UAV control in the presence of optical
interference. Unlike previously considered classical descriptive approaches, the method proposed
in this paper quantitatively evaluates reception error, packet transmission reliability, and the
integrated risk under various operating conditions. This method provides a basis for comparing
channel configurations and determining critical parameter values. The practical significance of the
study lies in the model's applicability to the design and testing of UAV communication channels,
particularly in environments with electromagnetic interference and enhanced communication
security. The model can be used to justify transmitter power selection, determine receiver
sensitivity, threshold values, and acceptable maximum operating ranges.

Despite the described advantages, the model has several limitations. The communication
process in the study is treated as a simplified probability model, which does not fully account for
dynamic processes. Such processes can include UAV maneuvering, complex turbulence, and
adaptive modulation and coding mechanisms. Such factors significantly impact channel
performance in real-world operating conditions.

Further research will therefore focus on expanding the model to address dynamic operational
scenarios, incorporating detailed optical effects, and comparing it with hybrid radio-optical
architectures. It is also planned to integrate intelligent algorithms into the model for real-time
parameter adjustments to dynamic environmental conditions.
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YIIKBILICHI3 )KYUEJEPAI BACKAPY IBIH TUIMILIITT MEH
TOVEKEJJIEPIH TAJIJIAY DAICTEPI

Anoamna. bByn maxanaoa ceipmibvl Kedepeiniepoiy 0O0NyblH ecKepe Omulpbin, NULOMCHL3
Jcytieniep Yulin aknapam aimacyowly CeHiMOiniei MeH MYpaKmbvlibleblH apmmulpy mMacinloepi
Kapacmulpwiiadsl. byn maxanada xapacmeipvliamein Hezizei Maceie - Oepekmepoi Oepy
APHANADBIHBIY JHCYMBICHIHA acep emyl MYMKIH MAOURU JHCIHE HCACAHObL haKmopaaposbl manoay.
XKacanowl snekmpomazHummix Keoepeinepdiy acepine de baca Hazap ayoapwiiadsl. Maxanauviy
BbLIBIMU JHCAHATIBIZLL - NUTOMCHI3 HCYIeH] KON azeHmmi opma peminoe Kapacmuipaovl. Aeenmmep
- Onepamop, Yulak JHcane colpmksl opma. 3epmmeyoiy MaKcamsl - KOPIHEMIH HCapulK, OAUIAHbICH
MEXHONO2UACLIH eH2I3)y apKblibl 0epeKmep aIMAcCy ApHACLIHbIY ceHimOiniein apmmulpy. Ocbl
mMakcamra xcemy YuliH agmopiap CanHowvlk 6axkwliayosl bazanay adicmepin pecimoedi, backapy
HCYUECIHIH KYPBLILIMOBIK HCIHE PYHKYUOHATIObIK MOOEIH JHcacaobl iHcane mayexenoepoi bazanay
ywin moodenvoey colHakmapvii  ocypeizoi.  Toocipubenik — depexmepdi manoay iwcoHe
KOMNbIOMEPIIK MOO0enboey UHPPAKbI3bLL OUANA30HOA HCYMbIC ICMeumin KOpiHemiH HCapblk
batinanvicel 3 waKblpuiMa Oelinel KaulblKMulKma mypakmsl aKnapam aimacy apHacbii
Kammamacels ememinin kepcemmi. Byn namuodice nunomcols scyuienep Yulin uyvliza me3imoi
JHCIHe KAYINCci3 aknapam aimacy apHAaculi KYpy Vulii 0Cbl MeXHOI02UAHbL NAUOAIaH) MYMKIHOICIH
Kepcemeoi.

Tyiiin co3oep: nunomcwis dncyue, Visible Light Communication mexnono2uscol, mayexenoi
bazanay, mooenvoey mooeni, backapy Hcyueciniy Mooeri.

METOAbI AHAJIN3A DOPEKTUBHOCTHU U PUCKOB YIIPABJIEHUA
BECIIUWJIOTHBIMU CUCTEMAMMA

Annomayun. Cmamovs paccmampusaem nooxoovl K HOBbIUUEHUIO HAOEHCHOCMU U
yecmouuugocmu K 0omeny ungopmayuen 0isl 6eCnUIOMHbBIX CUCEM C Y4emoM HAAUYUs 6HeUHUX
nomex. (OCHOBHOM 80ONPOCOM, KOMOpbIL pewiaem OAHHASL CMAmMbvsl A6IAeMCcs  aHAIU3
ecmeCcmeeHHbIX U UCKYCCMBEHHBIX (hakmopos, Komopuvle Mo2ym NOGIUAMb HA pabomy KAHANI08
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nepedauu  Oaumvix. Takoce ynop cOoenaH HA  aHanuze  GIUAHUA  UCKYCCIMBEHHBIX
INeKMPOMASHUMHBIX 803MYWeHUll. B kauecmee nayuHou HOBU3HbL 6 pabome bOecnuiomuas
cucmema paccmampueaemcs, KaKk MHO20A2eHMHAs. cpedd. B kauecmee azenmos vlcmynarom
onepamop, 1emamebHblil annapam u éHewHss cpeda. Llenvio pabomel a61semcs nogvluieHue
HAOeHCHOCMU (PYHKYUOHUPOBAHUSL KAHALA OOMEHA OAHHbIMU 30 CYem BHEeOPEeHUsl MEeXHOL0UU
Visible Light Communication. /[na docmudicenuss OAHHOU yeau agmopamu Qopmaiusupo8aHsl
MemoObl KOMUYECMBEHHOU OYeHKU YNpaeieHus, paspabomana cmpyKmypHO-QYHKYUOHALIbHAS
MoOenb cucmemvbl YAPAGLEHUs U NPOBeOeHbl UMUMAYUOHHbIE Mecmbl N0 OYeHKU PUcKos. B
pe3yibmame NPOBEOEHHO20 AHANU3A  IKCNEPUMEHMANbHLIX OAHHbIX U  KOMNbIOMEPHO20
Mooenupogarnusi doxkazaro, umo Visible Light Communication, pabomaiowuii 8 unppaxpacHom
ouanaszone obecneuusaem YCMoOUHUBLIL KAHAL 0OMeHa uHGopmayueli Ha paccmosnuu 00 3
kunomempos. I1o000nbIll pe3ynivmam ompasxcaem nepcnekmugHOCmsb UCHONb308AHUSL NOOOOHOU
mexHon02UuuU 0Jis1 NHOCMPOEHUs NOMEX0YCMOUUUB020 U Oe30NACHO20 KaHala 0OMeHa uHgopmayuet
0715 6eCnUIOMHBIX CUCTEM.

Knrwouesvie cnosa: decnunomnas cucmema, Visible Light Communication mexnonoaus,
OYEHKA pUCKa, UMUMAYUOHHASL MOOEb, MOOeNb CUCTEMbl YNPABLEHUSL.
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